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Why is this important? 

 Purpose of Future Prevention is to address the 
Root Cause. 
 Not addressing the Root Cause could lead to repeat 

violations. 

 All violations have a risk to reliability of the 
BES. 

 Repeats typically could be avoided. 
 There is a 1 in 3 chance you will have to talk to 

me…again!! 
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Agenda 

• Steps for Future Prevention: 

• Identify the Issue 

• Identify the Root Cause 

• Steps to Prevent and Detect a future occurrence 

• Examples 
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Symptom Vs. Root Cause 

Symptom Root Cause 
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Symptom Vs. Root Cause 

Symptom = Corrective 
Steps 

Root Cause = Future 
Prevention 

Corrective steps: 
1. Rest 
2. Take some medicine 
3. Drink lots of water 

Future Prevention: 
1. Wear warm clothes when its 

cold outside. 
2. Don’t lay in the snow. 
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Identify the symptom? 

 What was initially found? 
 Has a full review been done? 

 What is the full scope? 

 Was the issue Technical, Procedural, or 
Personnel? 
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Typical Symptom Types 

 Technical: Device configured incorrectly or 
fails in such a way that it leads to non-
compliance with a CIP standard. 

 Procedural: A procedure in place does not 
meet the requirements of the CIP 
standards. 

 Personnel: Individual did not follow 
documented procedures in such a way a 
violation occurred. 
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Root Cause 

“Root Cause Analysis is any structured approach to 
identifying the factors that resulted in the nature, the 
magnitude, the location, and the timing of the harmful 
outcomes (consequences) of one or more past events in 
order to identify what behaviors, actions, inactions, or 
conditions need to be changed to prevent recurrence 
of similar harmful outcomes and to identify the lessons to 
be learned to promote the achievement of better 
consequences.” 

http://en.wikipedia.org/wiki/Root_cause_analysis 

 

http://en.wikipedia.org/wiki/Root_cause_analysis
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What is the root cause? 

 Goal of root cause analysis is to determine 
what ultimately caused the symptom 

 5 Whys (Toyota Production System) 
 May be more than 1 root cause 
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Steps to Prevent Future 
Occurrence 

 Future Prevention steps should be 
created with the intent to address the root 
cause, and prevent a similar instance of 
non-compliance. 
 These steps should consider the following: 

 Technical controls 
 Procedural Controls 
 Training/awareness 
 Improving CIP Knowledge 
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Steps to Detect Future Occurrence 

 If the issue occurs again, how would you 
detect it?  

 Automated Alerts 
 Periodic reviews 
 Awareness training 
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Example: CIP 004 R2 & R3 

Symptom: Individual granted access to CCA 
without prior training and PRA. 

Full Scope analysis: Ran report to compare all 
access granted dates with training and PRA 
dates 

Root Cause: Person responsible for granting 
access misread the date of training and PRA 
when granting access. 
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Example: CIP 004 R2 & R3 
Future Prevention: 
1. Configure automated alert to notify if access is about to be 

granted prior to PRA and Training completion. 
2. Added Peer-Review step to granting access process. 

3. Documented Peer-Review process and trained 
appropriate personnel on new procedures. 

Future Detection: 
1. Automated email sent to CCA supervisor when access is 

modified. Email includes PRA and Training dates. 
2. Periodic “Spot Checks” of access list to verify accuracy. 
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Example: CIP 007 R5 

Symptom: Could not create audit trail for shared 
account use. 

Full Scope analysis:  Review other shared 
accounts to verify if an audit trail can be created. 

Root Cause: 
1. Procedures in place did not address identifying 

individual users accessing a shared account. 
2. Personnel responsible for creating procedures 

were not familiar with the CIP requirement. 
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Example: CIP 007 R5 
Future Prevention: 
1. Added step that requires initial log-in using individual 

credentials prior to accessing a shared account. 

2. Updated procedures to require manual “sign-in” for 
accounts where automated solution not available. 

3. Added “banner” or “pop-up” that triggers upon logging into 
a shared account reminding individuals to follow 
necessary steps to create an audit trail. 
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Example: CIP 007 R5 

Future Prevention (continued): 
4. Trained appropriate personnel on new procedures, and 

added lessons learned to annual CIP 004 R2 training 
materials. 

5. Assigned select individuals for CIP outreach to attend 
WECC CIPUG/Webinar/etc... 

Future Detection: 
1.  Periodic reviews conducted to verify ability to generate 

audit trail of shared account use. 
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Example: CIP 005 R2 

Symptom: Discovered ports enabled on 1 Access Point 
(AP) that are not required for operations or monitoring. 

Full Scope analysis: Review all APs to identify if 
unnecessary ports are enabled. 

Root Cause: 
1. Lack of testing to verify only necessary ports/services 

are enabled. 

2. SME responsible for configuring this AP thought port 
was required for this type of AP but did not verify with 
list of required ports/services (baseline). 
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Example: CIP 005 R2 

Future Prevention:  

1. Updated change control procedures for 
adding/modifying devices to include checklist that 
requires review of required ports/services. 

2. Trained personnel on new procedures.  

Future Detection: 
1. Added periodic review of Access Points to compare 

required ports/services with what is enabled. 

2. Automated scans of Access Points to compare AP 
configuration with Baseline. 
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Previous Presentations 

Presentations can be found @ 
http://www.wecc.biz/compliance/outreach/Lists/101Links/All
Items.aspx 

 

http://www.wecc.biz/compliance/outreach/Lists/101Links/AllItems.aspx
http://www.wecc.biz/compliance/outreach/Lists/101Links/AllItems.aspx
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The Checklist 
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Summary 
1. Find the full-scope. 
2. Identify the Root Cause. 
3. Take steps to Prevent and Detect a future 

occurrence. 
1. Always consider what Technical and Procedural 

controls can be put in place. 
2. Be sure to train personnel on any updated 

procedures. 

4. Use the Best User Reporting Practices checklist 
when submitting SR/SC/MP/CMP. 

 



Tyson Jarrett 
CIP Enforcement Analyst 
tjarrett@wecc.biz 

Questions? 
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